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FE DAL RIRDICMPH- G BRI R TR - g I mBRS A
Ubuntushzk 3 ™ 34 7 #0k BIE 425 > E 8 cUbuntushze 8t T 1 F 4230 3
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root@ube421: /media/sf_shareinub/1181/1.9# python onFuzz.py icmp 172.20.10.4.

B13-10 fiofsiplE At 447 2 3

B e 7425 16 0 B3-11¢ + ”;F' )A€ 2 dar# lP Version ~ g
FHHIP(src_ip) ~ B = IP(dst_ip) ~ 4F ¥ =87 $8 = % (Src_mac) ! & L ¥
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root@ub0421: /media/sf_shareinub/1181/1.9

interface enp@s3

addrs {17:
dcast'’
etmas

{'netmask": u'ffff:ffff:ffff:fff%::}’4',
c'}, {'netmask': u'ffff:ffff:ffff:ffff::/64",

11

ip version =

ip_version

_ip

_ip
src_mac
netmask
interrace
port = None
Policy File
Policy File
Policy File
['e8_ipva’,

Loading Policy File :

u'172.20.10.15', 'netmas
U FFff i ffffiffffiffff 4', 'addr':
"addr':

[{'broadcast': u'ff:ff:ff:ff:ff:ff"',
u'255.255.255.240",
u'2001:b400:e38f:fc2a:2892:335a:5f74
u'2001:b400:e38f:fc2a:f963:e743:6f81:ae8
npAs3'}

4
4

172.20.10.2
172.20.10.4
08:00:27:bc:2f:6e
255.255.255.240
enpos3

Found
Found
Found

: 00_1pv4.py

: 28_1icmp_Type8_Code.py
: 29_icmp_Type8_Identifier_Sequence.py

'addr': u'fe80::67de:ab4c:6c65:e9cC

'addr': u'e8:00:27:bc:2f:6e'}], 2:
'addr': u'172.20.10.2'}], 10:

'28_icmp_Type8 Code', '29 icmp_Type8 Identifier_Sequence’]

0o_1pv4

[{'broa
[{'n
4d7'},

e: <module '@@_ipv4' from '/media/sf_shareinub/11H1/1.9/protocols/icmp/08_ipv4.pyc's

>>> publisher = ether

presend_timeout = 0.001000

= R
[=F =R HA B
« v > shareinub > 1181 > 1.9 > protocols > icmp
ZFE .
i+ mEER =
jL
#@ OneDrive — £ n.
A 00_ipvd.py
v R B 00_ipv4.pyc
s T ] 1byte_fuzz.ptn
B % || 2byte_fuzz.ptn
b= || 3byte_fuzz.ptn
o SF j] 4byte_fuzzptn
=5 A 28_icmp_Type8_Code.py
B B 28_icmp_Type8_Code.pyc
LR (A& 29_jemp_Type8_ldentifier_Sequence.py
L R (C) B 29_icmp_Type8_Identifier_Sequence.pyc
. Data (D) [A iemp_ping.py
@ | P icmp_pingpyc
4 XEEE
13 EEE

PTN iE2

Python File
Compiled Python...
Python File
Compiled Python...
Python File
Compiled Python...

2]

6K
5

&

=

704 KB

7
ER
o

B3-12 Frind_
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CRRIER O BE ZRBHGT S OVRIEETRILE P AR F S LRIETH

o BB S FacWireshark® 5 FIRI3-147 g+ o % £ HICMP4f ¢

BARFEES o T OGP OB PR AR T i FICMPit e %Ji °

root@ubo0421: /media/sf_shareinubf/1181/1.9

1EE(F) FEHE) BR() BS((6) HREHET RKEIH)

module: <module '29 icmp_ Typca Idcnttflcr chucnce from '/media/sf_shareinub/11HB1/1.9/pr
otocols/icmp/29 icmp_Type8 Identifier_Sequence.py'=, add session: <lib. p.session object
at Ox7fb85fd57550=>, ext_info: {'dst mac': 'ff:ff:ff:ff:ff:ff"', 'passwd': None, 'basic_aut
h': 'Authorization: Basic Tm9uZTpOb251l\r\n', 'netmask': u'255.255.255.240', 'sub module':
None, 'account': None, 'src_addr': u'172.20.10.2', 'dst_addr': '172.20.10.4', 'dst_port':
80, 'ip_version': 4, 'src_mac': u'08:00:27:bc:2f:6e'}
current fuzz policy : -= 28 icmp Type8 Code, Generating 20256 of total cases.
self.sleep_time: 0.05
currently, fuzzing 145 of 20256 patterns, remain processing time = 0:34:49,553011
current fuzz policy : 29_1lcmp_Type8_Identifier_Sequence, Generating 20256 of total|cas
es.
self.sleep_time: 0.05
currently, fuzzing 287 of 20256 patterns, |emain ocessi ime 8:34:52.491603
currently, fuzzing 431 of 20256 patterns, [emain ocessi ime 0:34:34.388875
currently, fuzzing 575 of 20256 patterns, |emain ocessi ime 0:34:18.908134
currently, fuzzing 716 of 20256 patterns, [emain ocessi ime 0:34:13.634460
currently, fuzzing 860 of 20256 patterns, [emain ocessi ime ®:33:56.599396
currently, fuzzing 1004 of 20256 patterns, remain oce 0:33:39.558344
currently, fuzzing 1148 of 20256 patterns, remain proce 0:33:23.4952908
currently, fuzzing 1292 of 20256 patterns, remain processing time 0:33:07.635804
currently, fuzzing 1436 of 20256 patterns, remain processing ©:32:51.338540
currently, fuzzing 1586 of 20256 patterns, remain prc ing ©:32:35.937480
currently, fuzzing 1724 of 20256 patterns, remain processing 0:32:20.133612
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M Tesmallpcapng - O >

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A4m g @ BB _Re=x=2F 85 Qaar

(M [£0pLya displey Blter -+ <Ctrk/> 0 -] Expressione +

Na. Tume Sowce Destination Protcal  Length  Info ~
37198 964.415932171 172.20.10.2 172.20.10.4 ICMP 48 Echo (ping) request id=8x53f7, seq=12288/45103, ttl=64 (reply ..
37199 964.416405483 172.20.10.4 172.20.10.2 ICMP 62 Echo (ping) reply  id=@x53f7, seq-12208/45103, ttl-128 (reque..
37200 964.467786477 172.20.10.2 172.20.10.4 ICHP 236 Echo (ping) request id=8x7409, seq=256/1, ttl=64 (reply in 372..
37201 964.468230075 172.20.10.4 172.20.10.2 ICMP 236 Echo (ping) reply  id-@x7409, seq=256/1, ttl-128 (request in ..
37202 964.519199281 172.20.10.2 172.20.10.4 ICHP 48 Echo (ping) request id=Bxed77, seq=58836/54501, ttl=64 (reply ..
37203 964.519497195 172.20.10.4 172.20.10.2 ICMP 62 Echo (ping) reply  id-@xed77, seq-58836/54501, ttl=128 (reque..
37204 964.571281326 172.20.10.2 172.20.10.4 ICHP 236 Echo (ping) request id=8x7409, seq=256/1, ttl=64 (reply in 372..
37205 964.571747980 172.20.10.4 172.20.10.2 ICMP 236 Echo (ping) reply  id-@x7409, seq=256/1, ttl-128 (request in ..
37206 964.623319955 172.20.10.2 172.20.10.4 ICHP 48 Echo (ping) request id=Bxd1a®, seq=36941/19856, ttl=64 (reply ..
37207 964.623809510 172.20.10.4 172.20.10.2 ICMP 62 Echo (ping) reply  id-@xdla@, seq-36941/19856, ttl=128 (reque..
37208 964.676273078 172.20.10.2 172.20.10.4 ICHP 236 Echo (ping) request id=8x7409, seq=256/1, ttl=64 (reply in 372..
37209 964.676709913 172.20.10.4 172.20.10.2 ICMP 236 Echo (ping) reply  id-@x7409, seq=256/1, ttl-128 (request in ..
37210 964.728382946 172.20.10.2 172.20.10.4 ICHP 48 Echo (ping) request id=8x1c62, seq=29998/9845, ttl=64 (reply i..
37211 964.728925997 172.20.10.4 172.20.10.2 ICMP 62 Echo (ping) reply  id-@x1c62, seq-29998/9845, ttl-128 (reques..
37212 964.780656799 172.20.10.2 172.20.10.4 ICHP 236 Echo (ping) request id=8x7409, seq=256/1, ttl=64 (reply in 372..
37213 964.781030878 172.20.10.4 172.20.10.2 ICMP 236 Echo (ping) reply  id-@x7409, seq=256/1, ttl-128 (request in .. .

Frame 1: 236 bytes on wire (1888 bits), 236 bytes captured (1888 bits) on interface @

Linux cooked capture

Internet Protocol Version 4, Src: 172.20.18.2, Dst: 172.20.18.4

Internet Control Message Protocol

06 84 90 01 @@ B6 88 @@ 27 bc 2f 6o 0O 00 @8 00
45 @@ 88 dc 68 c9 40 80 4@ 81 6d 29 ac 14 Ba 82
ac 14 82 04 @8 00 87 31 74 09 @1 8@ 25 ec ¢9 5¢

O 7 Tosmell

|| Packets: 81575 - Displayed: 81575 (100.0%) * Load time: 0:1.115 | Profile: Default
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yr® F1ER%

4.1 &N F

B R RITEAR N B R T ARITE AL (S o o ARSI gy~ AiR]ER TA
Atk g R 38 (T ROR ORI AT AP E ) * Wireshark }F endt e poF BT
A S0P g RRIRE PN B AT E RIS R A IR o A Type 840
Identifier ~ Sequence Numberi§ = % ] » Identifier ~ Sequence Number % 4bytes
RN PRSP S LRETRE B4l 2P - edbytesig
5. B Bf B el A %) 5 "ATXd5\X9c\X69" fr"\xdd\x24\x7\xb8" > §]4-2

Bl4-37 & %] 5 jE Wireshark TR T| e % — £ gt - iz D ehp[RR T

RER-EREERU g SR g E i R TR e L MR EE A
P LSRR E o RITE D B gy T T AP AR AR e

dbyte_fuzz.ptn

‘\xeS\xd3\xf1\x46'
"\x1f\x0f\xfd\xdb"
"\x4b\x2f\xb0\ xdc"
"\xe8\x4a\xaa\x25"
"\x6a\x5a\xd0\x90"
"\x5e\x05\x31\xf3’

"\xbf\x94\x38\x3c"’
"\x6F\x39\x104x33"
"\x7c\xd1\x9d\xc5"
"\ xe7\xdf\xco\x4d"'
"\x73\xffix16\x24"
"\xed\x9d\xbb\xbe'
"\x9a\x27\xa6\x1le"

xE—EEH

WXF v TabHEE 8~ F1FF1F v @A
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Frame 1831: 48 bytes on wire (384 bits), 48 bytes captured (384 bits) on interface @

Linux cooked capture

Internet Protocol Version 4, Src: 172.20.18.2, Dst: 172.26.10.4

v Internet Control Message Protocol

Type: 8 (Echo (ping) request)
Code: @
Checksum: 8x@bcl [correct]
[Checksum Status: Good]
Identifier (BE): 20437 (Ox4fd5)™ |
Identifier (LE): 54687 (@xd54f)
Sequence number (BE): 40841 (8X9C69 )
Sequence number (LE): 27836 (8x699c)
Response frame: 1032

0 64 00 ©1 00 @6 08 B0 27 bc 2f Ge B0 00 08 00
46 80 8@ 20 db ae 40 0@ 48 @1 5d b 2c 1483 02 F.. ..@. @.].....
9028 ac 14 Ba 64 94 04 90 60 ©8 00 @b c1EMGE 9c 69f ........ .... 0. 51

O 7 ldentifier (big endian represeitation) (femp.ident), 2 bytes

Packets: 81575  Displayed: 81575 (100.0%) + Load time: 0:1 115 || Profile: Default

|

Bl4-2 ¥ P Wiresharke4 bytes% — & Tkl 4t¢ £ F & #x

Frame 81524: 48 bytes on wire (384 bits), 48 bytes captured (384 bits) on interface @

Linux cooked capture

Internet Protocol Version 4, Src: 172.28.16@.2, Dst: 172.28.18.4

v Internet Control Message Protocol

Type: 8 (Echo (ping) request)
Code: @
Checksum: Bx2322 [correct]
[Checksum Status: Good]
Identifier (BE): 56612 (@xddld) s
Identifier (LE): 9437 (@x24dd)
Sequence number (BE): 63416 (Bxf7hg )
Sequence number (LE): 47351 (Bxb8f7)
Response frame: 81525

0 04 06 61 6P @5 @8 @8 27 bc 2f Ge @3 @0 08 80  ........ Cn ..
45 @0 00 20 db ae 46 80 40 01 5d b acdABafl. F.. ..@. @.].....
8020 ac 14 @a 04 94 @4 00 @0 68 oo 23 22(fEY 7 b ........ .. +B..

O 7 Identifier (big endian representation) (emp.ident), 2 butes

Packets: 81575 - Displayed: 81575 (100.0%) * Load time: 0:1.115 | Profile: Defanlt

B4-3 4P Wiresharke4 bytesi {6 - & Fiddte £F

4.2 For R e TR
Bl4-4 5 - Type 8:1Codetf i+ :& {7 Hk Bl3# (¢ Wiresharken 7 B 358~ >
15 F127541 ¢

i<

AR R iE I enICMPEt e > d 2t Type 8eifk fi 5 8 (7

iR (Request) » F)pt fgf ¥ 2 152853t ¢ € & (7w i (Reply)ihds i > i&if

I
|

» PR RO RGE TR Nagh R A e o R Y B RO RIS

—\\
\4’»"

PR R AR - BRI o pld RICMPR R g 25

)

TAEE @Rk dte o Fd Sl R APT A IEIFER
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Wo Time Source Destination Proteol  Length  Info —

22 ©.516429505  172.20.18.4 172.20.10.2 ICMP 236 Echo (ping) reply 1d=0x7409, seq=256/1, ttl=128 (request in ..
23 8.568154726  172.20.18.2 172.20.10.4 ICMP 48 Echo (ping) request id=0x0200, seq=8448/33, ttl=64 (no respons..
24 0.568663466  172.20.10.4 172.20.18.2 ICMP 62 Echo (ping) reply  id=8x8288, seq=8448/33, tt1=128
25 0.620588444 172.20.16.2 172.20.18.4 ICMP 236 Echo (ping) request id=8x7489, seq=256/1, ttl=64 (reply in 26)
26 0.620933897  172.20.18.4 172.20.10.2 ICMP 236 Echo (ping) reply 1d=0x7409, seg=256/1, ttl=128 (reguest in ..
8.672255162 172.28.18.2 172.20.10.4 ICMP 48 Echo (ping) request id=0x0200, seq=8448/33, ttl=64 (no respons.. ,_, e
8.672803031 172.2.15.4 172.2.15.2 IC!‘£ 62 Echo (ping) r‘ﬁly id=0x0200, seg=8448/33, tt1=128 &‘f é’J :ﬂl] i« ﬂ
|- 0.720449381 172.26.10.2 1/2.20.18.4 ICMP 736 ECho (ping) requost  10-0x7480, seq 25671, tTl=64 (reply in 30)
— 0.724881516  172.28.18.4 172.20.18.2 ICMP 236 Echo (ping) reply id=0x7409, seg=256/1, tt1-128 (reguest in .. _]£$ é‘-’]*ﬁ _‘:FIJ ij’ é_;"
31 8.776325163  172.20.18.2 172.20.10.4 ICMP 48 Echo (ping) request id=0x0200, seq=8448/33, ttl=64 (no respons..
32 0.776814229  172.20.108.4 172.20.18.2 ICMP 62 Echo (ping) reply  id=8x8288, seq=8448/33, tt1=128
33 £.828149535  172.20.16.2 172.20.18.4 ICMP 236 Echo (ping) request id=8x7489, seq=256/1, ttl=64 (reply in 34)
34 ©.828345345  172.28.18.4 172.20.18.2 ICMP 236 Echo (ping) reply id=0x7409, seq=256/1, ttl=128 (request in ..
35 §.878818131 172.20.18.2 172.20.10.4 ICMP 48 Echo (ping) request id=0x0200, seq=8448/33, ttl=64 (no respons..
36 ©.879028792 172.20.18.4 172.20.18.2 ICMP 62 Echo (ping) reply id=0x0200, seq=8448/33, ttl=128
37 £.93034045@ 172.20.16.2 172.20.18.4 ICMP 236 Echo (ping) request id=8x7489, seq=256/1, ttl=64 (reply in 38)

B4-4  Hohs iRl 3R g 175 5
43 5824045

AR TR R E S B R A 4T 0 & BTypedhs i &2 P h3i A e o
B14-5 5 ¥ Typetf & 7 ik B3 8 PWiresharks i » &
P e R H ¢ L 5 - B 4eTypel s Type 22 #

*m\k\
b
i
]ﬁl
_|
<
©
D
FE
E

T&l
|
Iz
..4
<
K®}
D
F_L
ES
s

v

PoE AR oo e Wireshark® sk i 227 5 Reserved> s i iR R &
@ A Wireshark ¥ Unknown ICMP(obsolete or malformed) & | 2_5 & F &b
ICMP#t# » 3 &+ it &RFC* # 7 § k4 T BT/ & > & £ Wireshark

TR F LATRI ATV L o T v ¢ F i BB Type A E %

Ho Tiwmne Source Destination Protocal Length  Info
[ 14 7.277110508  172.20.18. 172.20.18. TP 236 Echo (ping) request id=8xb618, seq=256/1, ttl=64 (reply in 15)
— 15 7.277266771 172.28.18 ICMP 236 Echo (ping) reply id=@xb618, seq=256/1, ttl=128 (request in 14)
16 7.329011735 172.29.10. ICMP 48 Echo (piqg) reply id=0x028@, seq=8448/33, ttl-64
17 7.381292391 172.28.16 ICHP 236 Echo (ping) request id=8xb618, seq=256/1, ttl=64 (reply in 18)
18 7.381694071 172.20.18. ICMP 236 Echo (ping) reply  id-@xb61@, seq=256/1, ttl=128 (request in 17)
19 7.433005564  172.20.10. ICMP
20 7.484912378 ICMP 236 Echo (ping) request id=8xb61@, seq=256/1, ttl=64 (reply in 21)
21 7.485334388 ICHP 236 Echo (ping) reply id=0xb61@, seq=256/1, ttl=128 (request in 28)
22 7.537318761 ICMP A8 Reserved
23 7.589207263 ICHP 236 Echo (ping) request id=0xb61@, seq=256/1, ttl=64 (reply in 24)
7 ICMP 2

589482387

- o)

6 Echo (ping) reply 1d=0xb61@, seq=256/1, tt1=128 (request in 23)

8 Destination unreachabl Network unri h:
reqguest i seq=256/1, ttl=64 (reply in

Echo (plng) i seq=256/1, ttl=128 (request

.693460120
.693876675 172.28.18.

=]
=
~

. 796675487
38 7.796866785

reguest seq=256/1, ttl=64 (reply in 38)
ICMP 236 i reply i seq=256/1, ttl=128 (request in 29)

ICMP request

.981242625

PRI ST U ] . PN L RSN . S S S
[N SR SIS - EOINN - RN - NS S S SV S S S

7
33 7.981712388 172.28.16. 172.28.18@ ICMP 236 Echo (ping) reply id=0xb61@, seq=256/1, ttl=128 (request in 32)
34 7.953@93734 172.20.180 172.28.1@ ICMP
35 8.0e6212086 172.20.16. 172.28.1@ ICMP 236 Echo (ping) request 1id=0xb61@, seq=256/1, ttl=64 (reply in 36)
36 8.0@6649385 172.28.160 172.28.1@ ICMP 236 Echo (ping) reply id=@xb610, seg=256/1, ttl=128 (request in 35)
37 8.0584086886 172.20.10. 172.20.18 ICMP I A48 Unknown ICMP (obsolete or malFormed?“
38 8.110067192  172.20.10. 172.28.1@ ICMP 236 Echo (ping) request id=0xb61@, seq=256/1, ttl=64 (reply in 39)
39 8.110225226  172.208.16. 172.28.1@ ICMP 236 Echo (ping) reply id=0xb61@, seq=256/1, ttl=128 (request in 38)

Bl4-5 HTypet§ i=:& 7 Fuzz
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SR SR 0k R R R erType KA (7 A 4T o

Type 8 (Echo Request)£r Type 0 (Echo Reply) » & - 34 i 3t & > Code
250> £4-1% Type 82 Type 0¢hit & f = - 34 i -4+ Code £ Identifier
Sequence Numbert i i& {7 s Rl:% - Type 843t p chzf e f7gr v g - ©
FETRRARE B ORF LT R > F RRHE P i L7 gl b 5=
Ehate LoD g 3w - By it o Codeff e 5 2 RRIEE

T2 N I4aEE 0 Identifier ~ Sequence Numbers @ 354 W38 7 R3¢ 0 T

Type Code Checksum

Identifier Sequence Number

#4-1 TypeO ~ Type 84t ¢« f§ i=

Type 3 (Destination Unreachable) » & - i 4535w 352 4, » 4-§]4-6 > Code
£ 51548 > * A n P e miE P > £4-25 Type 3endte ff i > AP

¥+ Code£? Unusedf =i (7 ik B3¢ » % Routerss 3 i (734 & ud@ ¥ (s » 3

MATE B TIET - BB ETRH S R F I g aR o E Ry - B
RE T

Peny st L w2 o ALe ¢ ¢ RF R AEE B alPite 2
ICMP:3-+.4+ ¢ > Type 3 ;2 5 Identifier - Sequence Numberty - » P~ &
2z g Unused > 5 - B4 bytessff iz 0 1TE RFH I P L ER 00 F A
ki 7 &R € 2745 E # it 0 Internet Header + 64 bits of Original Data

Datagram %  J it {7 i f e 4445 3 «DIP2 ICMP4t ¢ -

17



Type Code Checksum

Unused

Internet Header + 64 bits of Original Data Datagram

#4-2 Type 33t # i~

|j (W] |::.|. =

I Metworlc Unreachable

1 Host Unreachable

A Protocol Unreachable

2B Port Unreachable
“ 3 Fragmentation Needed and DF set

s Source Route Failed

N Destination network unknown

I Destination host unknown

N Source host isolated

S Communication with destination network administraively prohibited

IV Communication with destination host administraively prohibited
18BN MNetwork unreachable for type of service

| host unreachable for type of service

| RN Communication Administratively Prohibited

IE3N Host Precedence Violation

|0 Precedence cutoff in effect

Bl4-6 Type 3 Codefé#7£? 3, &
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Type 4 (Source Quench) » & - B4s:Ew4F 4 > Coder 70 £4-35
Typedsgt & §f = - £ i 4 & ¥$Coderr Unusedf i (7 ik plid - 5 B d B
fim® kB RpmEFER L AA A & A RIFLIPIRE e
TR dlan- fa % o

Type Code Checksum

Unused

Internet Header + 64 bits of Original Data Datagram

#4-3 Type 43te f§f i

19



Type 5 (Redirect) » ¥ - f45:F+3F 4 > Code 7 0~1~2~3> & %] &
Redirect Datagram for the Network (or subnet) ~ Redirect Datagram for the Host -
Redirect Datagram for the Type of Service and Network ~ Redirect Datagram for
the Type of Service and Host > % 4-4 7 Type53t# > i 52 % kv &
A Bad R > Type 5 B2 H s ends R L7 e e E ged BTG 4T F
IR HEFE R b T A LA BEI DA SR B4 AR 4T ¢
Gateway Address {§ i+ o

Type Code Checksum

Gateway Internet Address

Internet Header + 64 bits of Original Data Datagram

#4-4 Type53t# i~

Frame 3: 76 bytes on wire (608 bits), 76 bytes captured (688 I
Linux cooked capture
Internet Protocol Version 4, Src: 127.8.8.1, Dst: 127.8.8.1
v Internet Control Message Protocol
Type: 5 (Redirect)
Code: 8 (Redirect for network)
Checksum: 8x227f [correct]

Gateway address: 18.123.8.3

Tamelme W - =

rc: 18.1.2.2, Dst: 1.1.1.1
v Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: 8

Checksum: Bxc6B81 [unverified] [in ICMP error packet]

[Checksum Status: Unverified]

Identifier (BE): 1 (©&x8681)

TIdentifier (LE): 256 (BxA188)

Sequence number (BE): @ (6xB668)

Sequence number (LE): 8 (8x8686)

Bl4-7 Type 5 Wireshark Gateway
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Type 10 (Router Solicitation)£ Type 9 (Router Advertisement) » & — #4349
R34 > Type 10 Code¥ 5 0> Type 9 Code7 O ~ 16 » 4 %] 5 Normal router
advertisement ~ Does not Router common traffic - # 4-5% Type 104 =@ > #
4-6 = Type OfF ) » kikh=ha - B4 € ¥ IIRSHA 5 KRouter » 5
Router < 3| k ik 2 4 735715 > Router ¢ %ﬁ“ d KBz A ¥ nlPig (T RAS
R4k 7w b (7> &Type 104 =384 > Reserved 2 #§ = » * 7
L3 @ a0 Type 9 384 > Num Addrs i % Routers& (7 & 3 ch#ic g -
Addr Entry Size it £ = i Routers »+ ¥ &3 4, (32 biterzn 4, #) > Lifetime s £
Routeri& {7 & #% % ¥ 13 fchd ~ §) % Router Address i # & {7 i 3% P Router
= nt > Preference Level * £ » @& R ihzd 2 818 ¢ B F KGN E % v @

Routersn% & 4%3 » A& 7% 5 A K Jh=H 4 v -

Type Code Checksum

Reserved

#4-5 Type 103t 7 H§ i~

21



Type Code Checksum

Num Addrs Addr Entry Size Lifetime

Router Address[1]

Preference Level[1]

Router Address[2]

Preference Level[2]

#.4-6 Type 93t ¢ ¥ =

Type 11 (Time Exceeded) » ¥ - fa45 %% 431 & > Codey 0891 > 4 %] &
time to live exceeded in transit £ fragment reassembly time exceeded > # 4-7
% Type 11endt e #f = > 2V i 4 & $4Codes Unusedty = i& 7 ks B8 » # it

SEE BB GPERAT P (S iE (T L o i o

Type Code Checksum

Unused

Internet Header + 64 bits of Original Data Datagram

#4-7 Typellits #f =
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Type 12 (Parameter Problem on a Datagram) » &_— #&4% ;%% 3% 31 4, > Code
3 0~1-~2> % %] 5 Pointer indicates the error ~ Missing a Required Option ~ Bad
Length » #4-8 5 Type 12¢n3t & ff i » 4 B d B2 p o I %% sR.Datagram
iz A AR LR G R ERIH £
PES- B Ly BEs o Y Pointerz dp ik 0 4rFl4-847 L 0 Fa iR

20 NA BRI TR

Type Code Checksum

Pointer Unused

Internet Header + 64 bits of Original Data Datagram

% 4-8 Type 123t # H#§ i

Internet Protocol Version 4, Src: 127.8.8.1, Dst: 127.8.8.1
v Internet Control Message Protocol
Type: 12 (Parameter problem)
Code: 8 (Pointer indicates the error)
Checksum: 8x25fd [correct]
b Destatus: Good]

Internet Protocol Version 4, Src: 18.1.2.2, Dst: 1.1.1.1
Internet Control Message Protocol

B]4-8 Pointer: 0

23



Type 13 (Timestamp Request)£ Type 14 (Timestamp Reply) » & - f&3:3 i
WA > 75 Code0 > Type 137 it 5 & Fg> s pr@a g - % -5 ped
PR A B oo @ TypeldH_# >t w g Typel3* » £4-9% Type 1322 1434 &
LA “ﬁf 1A AHAF =R %0 Originate Timestamp ~ Receive
Timestamp ~ Transmit Timestamp > 4 %] 3e45 114 PF cnde 40P [ ~ F T enps
B 2 i ix eeir gl 3 cppE A 20 P -4 Code 22 Identifier ~ Sequence Number -
Originate Timestamp ~ Receive Timestamp ~ Transmit Timestampt§ - :& {7 fi
Bl Ao Bl4-9F 00 5 FI ROk R D& RiE 0 pE R R AR BT
Originate Timestamperfg ¢ » @ ¥ ¢ & BRIEE 50 § P gz lg&

6 4rB4-10 0 g8 S BPER RS g e o

Type Code Checksum

Identifier Sequence Number

Originate Timestamp

Receive Timestamp

Transmit Timestamp

#4-9 Type 13 ~ 144t # =

Originate timestamp: 16131862 (4 hours, 28 minutes, 51.862 seconds after midnight UTC)
Receive timestamp: @ (8 seconds after midnight UTC)
Transmit timestamp: 8 (8 seconds after midnight UTC)

Bl4-9 Type 13pF F Ric e

Originate timestamp: 16131862 (4 hours, 28 minutes, 51.862 seconds after midnight UTC)
Receive timestamp: 26169576 (7 hours, 16 minutes, 9.576 seconds after midnight UTC)
Transmit timestamp: 26169576 (7 hours, 16 minutes, 9.576 seconds after midnight UTC)

B14-10 Type 14p5 F Rz #ic @

24



Type 15 (Information Request)£? Type 16 (Information Reply) » & - #8343
Fa g > 75 Code 00 %£4-105 Type 1522 Type 16:3t# f§ = > 2 RARP
( Reverse Address Resolution Protocol ) + &_j& #* #v » b3 4 * 3 A B s pF B~
Bl o § KRB 3 B IPrE > ¥ 0 ifiEType 152 Type 16

RERE RLY

Type Code Checksum

Identifier Sequence Number

#4-10 Type 15~ 163f# # =

Type 17 (Address Mask Request)¥? Type 18 (Address Mask Reply) » &_—
A > 75 Code0 > Type 178 % &k % 39 + g ehMask » Typel8* ¢
v EType 17> £4-115 Type 172 Type 18cndt s F - > § AP g X B+
FpeiE Y pF(Mask) - 7 d kR g 4 - B Type 1703 Fgateway @ % 3%
gateway & & J& 0 4cBl4-117 1% F FFean= VRt G o F Fgateway

2/

Type Code Checksum

Identifier Sequence Number

Address Mask

#4-11 Type 17 ~ 184t = # i

25



Frame 9: 52 bytes on wire (416 bits), 52 bytes captured (41€
Linux cooked capture
Internet Protocol Version 4, 5rc: 127.8.8.1, Dst: 127.8.8.1
% Internet Control Message Protocol

Type: 17 (Address mask request)

Code: 2

Checksum: Bxeefd [correct]

[Checksum Status: Good]

Identifier (BE): @ (0x0088)

Identifier (LE): 8 (BxB008)

Sequence number (BE): © (8xB880)

Seguence number (LE): 8 (8x0880)
Address Mask: 8.8.6.8

Bl4-11 Requestf]* R #fix

Type 30 (Traceroute) » & - fa:9 A* 30 % - 3L £ ciiTraceroute 5 £ iv -g_iu
TTL2 35 - 387 hI2 8 %5 @ * IPehoption# %4 e 2 3 18 17 3 B %
4-12 % Type 30en3te #f &= > v & 4o B]4-1249748 » B Wireshark® I & ;% 453
B~ & 3R enff >0 ID Number £ £ &P option® 3% B~c% 75 - 1 2 §_IP Header
# 1ID > Unused & 4 A i * cjgt %9 % = » Outbound Hop Count % P
option® # P~enplsb e & 47 F i Routerdic £ > Return Count % /1P option
P B-iE v BicE 0 & ¥ Router® ik v en=t #ic o Output Link Speed it £
MBFREEEY X E SRS paZET R E HEFRRES0

Output Link MTU & £ 2§ % 87 38 w ehg < i_si;#ia?lﬁi oo
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Type

Code

Checksum

ID Number

Unused

Outbound Hop Count

Return Hop Count

Output Link Speed

Output Link MTU

#4-12 Type 304t # # i~

Internet Protocol Version 4, Src: 127.8.8.1, Dst: 127.8.8.1

v Internet Control Message Protocol

Type: 38 (Traceroute)
Code: @

Checksum: Bxelff [correct]
[Checksum Status: Good]

Type 31 (Datagram Conversion Error) » — fa4% %30 4 > £4-13% Type 31
3t d B 0 e L ArBl4-13474R 0 A Wireshark @ I & 3 A% 3f B & $R A ey
> % Datagram &S B & 02 4G doeni gk B R0 6 8 R AL L o

Pointer to problem area ¢ 45 ' & 2535 4 £ jEmag B 4 1 45 - Copy of datagram

Bl4-12 Type 30 Wireshark + & ;2 3 51§ i~

that could not be converted ¢ 3= 4% ;538 4 chDatagram=z 3| iz i 4 = o

Type

Code

Checksum

Pointer to problem area

Copy of datagram that could not be converted

£.4-13 Type 313f¢ i~
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Internet Protocol Version 4, Src: 172.208.18.2, Dst: 172.28.18.4
v Internet Control Message Protocol
Type: 31 (Datagram Conversion Error)
Code: @
Checksum: Bxe@ff [correct]
[Checksum Status: Good]

B14-13 Type 31 Wireshark ' & ;= 3% 81§ =

Type 37 (Domain Name Request) £ Type 38 (Domain Name Reply) » & -
AL > £4-14% Type 374t {f i » £4-155 Type 383t @ ff i+ »
fe 8 4o Bl4-1422 B14-15474R > B Wireshark® & & 2 45 3f B % 304 cnfff > #
it {%ﬁr} Type 372 7 HIF AR o Rk § P o PR 0 §
%“gr_i Type 38w & — i Domain Name . % Jrz$1P> Time-To-Liveit & #+¢ ¥ 3
75 epFE Y Names &+ £ #7& FeDomain Name: £ & ¢ DatagramehE B /4 7_»
% 2 7 Domain Name(& & % 0) > Bl® % % 5 Domain Name > ¥ 7 %
Domain Name#t % & » B 3% 4 iz¥ Domain Namefgfi 1Ak > 2 &EMTU
shDomain Name~ 7 € 4% :E (7 v i cde i o

Internet Protocol Version 4, Src: 127.6.8.1, Dst: 127.8.8.1
v Internet Control Message Protocol
Type: 37 (Domain Name Request)
Code: @

Checksum: Bxdaff [correct]
[Checksum Status: Good]

Bl4-14 Type 37 Wireshark + & ;% 2% 151 =

Internet Protocol Version 4, Src: 172.208.18.2, Dst: 172.28.18.4
v Internet Control Message Protocol
Type: 38 (Domain Name Reply)
Code: @
Checksum: @xd9bf [correct]
[Checksum Status: Good]

Bl4-15 Type 38 Wireshark + i ;% 2% 151§ =
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Type Code Checksum
Identifier Sequence Number
#4-14 Type 373t# i
Type Code Checksum
Identifier Sequence Number
Time-To-Live

Names

Type 40 (Photuris) » £ - fa4s %3 & > Code3 0~1-2~3-4-5> %£4-16
% Type 40:4f & 4§ = > e § 4o B4-164748 » & Wireshark® * & /% 4% 3§ B~ &
IR e 0 A A T *t4p IAHZ ESP% 2 153k 145 3% » Reserved
RARFHE AAF PR RTLHBAAN > L daY TadlE i
Pointer i % IP¥ & 4L 47SPI(Security Parameters Index) » 3= SPI1# % f» %4 =
&4 5 0 > Original Internet Headers + 64 bits of payload i* # J 4#7i% d ehlP

Header+ 2 = 8 bytes payload % 4 o

#4-15 Type 384t # # i~

Type

Code

Checksum

Reserved

Pointer

Original Internet Headers + 64 bits of payload

#4-16 Type 404t = #f =
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Internet Protocol Version 4, Src: 172.208.18.2, Dst: 172.208.18.4
v Internet Control Message Protocol
Type: 48 (Photuris)
Code: 8 (Bad SPI)
Checksum: Bx89fd [correct]
[Checksum Status: Good]

Bl4-16 Type 40 Wireshark ' & ;= 3% {8 1§ =

Type 41 (ICMP messages utilized by experimental mobility protocols such
as Seamoby) » % 4-17 5 Type 41e3+ ¢ § > & § 4 Bl4-179741 » & Wireshark
?OX ARG Pk 304 il o Type 413 & A IANA(CR B Ap A8 1) ¥
RBIFE- w378 5 et 20 B P g0y ¥ Candidate Access Router Discovery
(CARD) Protocol £2 Context Transfer Protocol (CXTP)i& = i 2 T 8 Ak % 3+
3 4vid E AR DIRouterz B a7 f i B 0 R4 0 Subtype * %tk E|
experimental mobility protocols - Reserved i* % — B X T_& e L = > “,f 2t
TG FE LK FRRASZKE S0 Options iF 5 experimental mobility

protocols#t z_& e § E 3 o

Type Code Checksum

Subtype Reserved

Options

#4-17 Type 413t e f i

Internet Protocol Version 4, Src: 172.20.18.2, Dst: 172.28.10.4
¥ Internet Control Message Protocol
Type: 41 (Experimental mobility protocols)
Code: @
Checksum: B@xd&ff [correct]
[Checksum Status: Good]

Bl4-17 Type 41 Wireshark + & ;% 3§ 51§ =
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Type 42 (Extended Echo Request)£: Type 43 (Extended Echo Reply) &_-—
FE2a R g 0 £4-185 Type 42en4t ¢ # = > £4-197% Type 42¢h3¢ ¢ f§ i+ >
e §_4cB]4-18= Bl4-19474R > L Wireshark® I & ;2 A 2f B~ ~ IR 4 e =0 J8_
* 3 £ v (Interface) % i¥ Extended Echo Request (3% |3 )» % I Proxy# o »
Proxy Interface ¢ = § #Proxy & 2:(Node) » % Proxy Interfacez ] ICMP i
Extended Echo Requestp > Proxy Node ¢ £ * #7442 % > % Proxy Node®
PURE T 3 B o Proxy & Bk € AR AR IR RldE T ek B 0 v @ - 13 Extended
Echo Reply » I % 77 A £ B4 v ek i& » & Typed42® > Reserved * % ¥
Wiz Lt &localeng & » BAIEBIE T = A Proxya gk F i (73K & L-bitsen
B 0T FAIERIEET B G | Proxy & gk b R i (T ‘Jﬁ‘-“,f e (T
ICMP Extensioniz i #f = ¢ 48 48 Bl hdk ¢ 32 (7 2z (Identifies) » Type 43¢
#code? %0 R|Statefff = &% 207 J2P|PFE AR L% > ReSiz B =2 Jf &
A G0 v BT PP € AR Lk 0 B Codefy 5 0F 4RFFBI4E T Lproxy & B
> probed & g {7 5 B ik s E RIADIES 20 F RIA-DItE ARG o
BA-DItS = FH BT 0 E @ ¥ IPVAR Ay = = (4-bit) 0 F P ¥ - B =
B € 435 3 H-(6) > 4p & DIPV6» Fdept o

RFC 8335[10] 7 #if ¥ - #APROBE: 2 %71 £ » v 17 5v ¥ Ping
—RF UL AAEFERBECOKREDIE A REAEY S VTG R Eeid
4 (bidirectional connectivity) > iz Z_v 7 & Probed{c i* 32 (Proxy) :H g v 18 % >
Proxy® 17 22 Probed Interface & — & 2h(Node) t »» ¥ =329 38 3w B 3
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Type Code Checksum

Identifier Sequence Number Reserved

ICMP Extension

#4-18 Type 424t # Hf i

Type Code Checksum

Identifier SequenceNumber | State | Res | A

#4-19 Type 433+« f i

Internet Protocol Version 4, Src: 172.208.18.2, Dst: 172.208.18.4
v Internet Control Message Protocol
Type: 42 (Unknown ICMP (obsolete or malformed?))
Code: B
Checksum: Bxd5ff [correct]
[Checksum Status: Good]

B14-18 Type 42 Wireshark ' & ;= 3% 81§ =

Internet Protocol Version 4, Src: 172.20.10.2, Dst: 172.20.10.4
v Internet Control Message Protocol
Type: 43 (Unknown ICMP (obsolete or malformed?))
Code: B
Checksum: Bxdd4ff [correct]
[Checksum Status: Good]

B14-19 Type 43 Wireshark + & ;2 3 155 =
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F&Type 02| Type 437 » 2\ -7 ¥ 138 (7 Hokes PS8 ol R 3RiRIZE T -
Yoo e BT A0 A4S A iR 0 T ALV P T AT L Type 82 Type
OF =k i& {7 Rl3# » B2 W 7 o e 3ot A PO~ 975 F AL RARRE T
R 7R %ﬁt“ k& ZICMPE: T3 A5 £IKF -

B 4-20 & B 4-21 4~ %] 5 Type 82 Type 0¥ #73 & {7 b Bl 3R 1
Wireshark eripcapng#y, » Type 8t #RB~4+ & #c 5 528614 » Type Q3% B~ 4
¥ o5 401136 > & B Type~ PLgtid &)1 135 LRIF - #73 iRl Tk 3t
S EE o BORPIREARN TG B DR G L o & R AP AR e

TAEL 2 RIBKF T

Anm @ RB Qe EFIE EQaAQE
L] |Applya display filter ==+ <Cirl-/> 4 '] Expression==*
Ha. Time Source Destination Frotocol Length In ~
7 3.4828518029 172.20.10.2 172.20.10.4 ICMP 236 E¢
8 3.463004589 172.20.10.4 172.20.10.2 ICMP 236 E¢
9 3.454673752 172.20.10.2 172.20.10.4 ICMP 48 E«
19 3,455862751 172.20.10.4 172.20.10.2 ICMP 62 Et
11 3.5086994142 172.20.10.2 172.20.10.4 ICMP 236 E¢ hd
< >

Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface ©
Linux cooked capture

Internet Protocol Vversion 6, Src: fe8@::67de:abdc:6c65:e9c6, Dst: ffe2::2
Internet Control Message Protocol vé

00P0 ©0 94 90 91 00 6 ©8 @ 27 bc 2f 6e 60 @0 86 dd oo '/n
60 @7 56 2f @@ @8 3a ff fe 80 00 00 00 00 0@ 00 T/
67 de ab 4c 6c 65 e9 c6 ff @2 o0 o0 00 @0 0@ 00 g Lle
00 00 00 @0 00 PO @0 02 B85 00 13 €0 00 @O 00 ©O

[———
© 7 iemp_TYPES full.peapng IPackets: 52614 IDisplayed: 522614 {100,0%) | Profile: Default

B14-20 Type 8% & ipl:#
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Am 1@ RO QesEFesEQaqfE

[i |App1ya display filter ==+ «Cil-f= :L] Expression--
Mo, Time Sonrce Destination Protocol Length Iy

i 4 5.684253144 172.28.18.2 172.28.18.4 ICMP 236 E

i 5 5.684851809 172.28.18.4 172.28.18.2 ICMP 236 E

i 6 5.737068391 172.20.10.2 172.20.10.4 ICMP 48 E

i 7 5.789584315 172.28.18.2 172.28.18.4 ICMP 236 E
< >

> Frame 1: 205 bytes on wire (164@ bits), 205 bytes captured (1640 bits) on interf
> Linux cooked capture

> Internet Protocol Version 6, Src: fe8@::67de:abdc:6c65:e9c6, Dst: ffe2::fb

> User Datagram Protocol, Src Port: 5353, Dst Port: 5353

> Multicast Domain Name System (query)

”~

0000 00 04 00 01 00 06 LI Al 00 00 86 dd - - - - -IILL - - -
0010 60 @9 8a 2f @@ 95 11 ff fe 80 00 00 80 80 B8O GO - - f - oo
oe20 67 de ab 4c 6C 65 e9 c6 ff 02 00 00 00 00 0@ @@ g--Lle-: «--c.--
0030 00 00 00 00 00 00 00 fb 14 €9 14 €9 00 95 68 7C - seeces h
0040 90 OO 00 90 0D Q9 P2 00 00 @0 PO 8@ B5 5T 69 7O e e _ip
oes0 70 73 04 5 74 63 7@ @5 6C 6f 63 61 6C 90 @@ @c  ps-_tcp- local---
0060 00 91 e4 5T 66 74 70 ¢80 12 90 oc @@ @1 o7 5f 77 ftpe W
O 7 iemp TYPED full peapng I Packets: 401136' Displayed: 401136 (100.0%)” Profile: Defan

B14-21 Type 0% & ipl:#
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$7 % 2%

AL ERFEOPFERP > RRE >R IZETEE 5 A D
B OERERE 2P Fp G A OB RS R ORERKER L & B
B e AT P A BRIEFICMPE: TR F 2L AP E T o
B2 RN F 2L E R R AnICMP s T ot o R A R R SRR T AT
B k®Type 425 Type 435 £ #67 (> e it T e 2 XA 7 e g i
T ¢ m A & A RFC[11]= 2 enICMPE: T 5 38 7R3 > 1UFEL
B ® AT iR o

AP Type 03| Type 437 7 v {7 Hok RIGE SNff 0 F "R RIRE T -
R ji.*ﬁmlir"é—f’ BOTAGE R AL 0 VPR X F o Bty At i? f & D] 2bytes
EPREA TR 2 3NEAE 0 Fl L etk F g 2hW chd ¥ B APy
RHP A 2 ERRIE TR e e B A ftEc L Type 022 Type 83 {7 i
FORIGERE > A g L byterry PRIBTFEEF R BRI 2P AR
8 F o %‘ﬁt“ Z P Type 022 Type 842 i iF °

A EAPEY P AICMP: 7t e i EP AR b b g
4ow i 1F 0 28 P ICMPR: 42 ¢ 1% 7 Socket:g (7 7 Ping#%.5" 8 chids
B X0 WARE] T BORPRAEEE R S 2 AL R R AP
FREBFAT uBAEE 2 > AR KA PBRFIIENOLT ET L P

fRagdem 2 @ ¥ o
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